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Brief Description

Design and analysis of security protocols has been a challenging problem over 30
years. Computational approaches consider issues of complexity and probability.
They capture a strong notion of security, guaranteed against all probabilistic
polynomial-time attacks. Although realistic, they are too difficult to design
automatic verification tools. Logic-based approaches rely on a symbolic model
of protocol executions which enable significantly simpler and often automated
proofs. However, their soundness with respect to security guarantees are many
times unclear, or ,if strong enough, they became undecidable. Model checking,
theorem proving, type systems, process calculi, automata-based methods and
symbolic constraints programing have been considered to tackle with the sev-
eral issues addressed: strong expressiveness, bounded/unbounded resources and
sessions, etc.

The aim of this proposal is to contribute to the development of logical based
methods for formally prove properties of security protocols (e.g. authentication,
secrecy or confidentiality, freshness, . ..). The formalisms to be developed should
mainly address the following points:

e algebraic extensions of perfect secrecy of the Dolev and Yao model

realistic abstractions of infinite-state systems

identify classes of protocols with decidable security properties

to be applicable to real-life protocols
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